From: Attorney General

Sent: Tuesday, June 14, 2011 9:58 AM
To:
Subject: Scam Alert: Fake FBI Emails
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Consumer Protection Hotline: 1-877-877-9392
Online: www.oregonattorneygeneral.gov

Look up consumer complaints about businesses online:
www.oregonattorneygeneral.gov/beinformed

ATTORNEY GENERAL'S

SCAM ALERT

A Consumer Protection Alert from Oregon Attorney General John Kroger

Dear ,

Thank you for signing up to receive news and updates from the Oregon Department of
Justice. The following is a scam alert from the Oregon Scam Alert Network. Please feel
free to forward this email and encourage your family members, friends and colleagues to
join the network too. Together we can fight fraud and help protect Oregonians from

falling prey to predatory schemes.
FAKE FBI EMAILS

The Oregon Department of Justice has received numerous complaints about an email




solicitation scam. The fake email claims to be from the FBI and requests $350 from the
recipient to obtain a "Clearance Certificate." The email threatens to send an agent to the
recipient's home for questioning, and other legal sanctions if they fail to contact the
Department of Homeland Security within 24 hours in order to obtain their "Clearance
Certificate." The email also lists contact information for the FBI in Washington D.C. and
the Economic and Financial Crimes Commission in Lagos.

Do not respond to these emails. They are being sent by scam artists to a large number of
people with the intent of obtaining personal or financial information.

Fake email solicitations - also commonly known as Nigerian email scams - are among the
most common scams reported in Oregon. In 2010, international money transfer schemes
were reported by more than 1,000 Oregon consumers. Last year, Oregonians lost nearly $2
million to email solicitation and other scams.

To avoid the FBI email scam Attorney General John Kroger offers the following advice:
e Be wary of unsolicited emails.
o A government agency will never request your contact information, Social Security
Number, banking information, or credit card number in an email.

o A government agency will not threaten people with legal action, such as
an investigation, prosecution or jail for failure to respond to an email solicitation.

o Consider any email solicitation that lists multiple offices to be a red flag.
If you receive an email solicitation but are unsure whether or not you are the target of a
scam, please call the Oregon Department of Justice Consumer Hotline at 1-877-877-9392 or
go to www.oregonattorneygeneral.gov.

The Oregon Department of Justice would like to thank Oregon State Senator Brian
Boquist's office for bringing this scam to our attention.

Quick Links
DOJ Web Site
Sign Up for the Scam Alert Network

Be InfORmed: Search Consumer Complaints Online
File a Consumer Complaint
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