Oregon Department of Justice's

CIVIL RIGHTS

Hudng din An toan Chéng Doxing

Doxing: Xuat ban hodc chia sé cong khai théng tin ca nhan, riéng tu hodc
théng tin nhan dang vé mdt ca nhan khac véi muc dich x4u. Viéc xuat
ban nhu vay thudng xay ra trén internet vdi muc dich khién ngudi khac
so h3i, hodc ndi cach khac 13 de doa, bit miéng, theo ddi, quay rdi hodc
hdm he nan nhan hodc khuyén khich ngudi khac lam nhu vay.

Bao Vé Chéng Doxing Cho Nhan Vién Chinh Ph

[0 Email va tin nhén lién quan dé&n cong viéc va cdng viéc cla ban cé
thé phai tuan thd luat yéu cau hd so cong khai.

O Dirng glti email/nhan tin nhitng n6i dung ma ban s& khéng lay lam
tu hao néu ching bi dang trén trang nhat cla to bao.

O Khéng glti email hodc nhan tin s dién thoai cd nhan, dia chi nha
hodc dia chi glri thu, hodc tén gia dinh, vo/chdng/ban d&i hodc tén
clia con cai trén thiét bi cdng viéc cla ban cho bat ky ai.

O Kiém tra véi b6 phan CNTT va nhan su vé cac bién phap bao vé
trong trudng hop ban d3 bi Iira, bao gdm quan Iy cac phuong an
chuyén tiép, néu cé phuong an m3 hda, xéa thong tin clia ban khoi
trang web cla co quan va 1ap ké& hoach an toan tai van phong.

An toan Truyén théng X3 hoi
O D3t cac tai khodn va biét danh & ché d6 riéng tu trong cai dt cla
ban.
O Xda moi dia chi, noi lam viéc hodc trwong hoc va vi tri khoi tai
khoan cla ban (khéng chi an).



O

Khéng théng bao noi ban s& dén, bao gdm nha hang/céng vién/su
kién va thi tran/thanh phb/tiéu bang/quéc gia.

Chi chip nhan I16i moi két ban tir ngudi quen

Chi cho phép nguoi quen xem bai dang cla ban.

Xem lai nhitng ngudi cé thé chia sé bai viét ctia ban.

Thay déi tén ngudi dung/biét danh cda ban.

S dung mat khau kho va khac nhau trén cac nén tang truyén

Oo0o0oono

thong xa hoi.

O

Khéng dang anh 16 mat ban hodc nguoi khac.

O

Khéng ddng anh ma ngudi khac cé thé xac dinh ban dang & dau.

O X&a siéu dit liéu tir dnh ban dang. Hay nhd rang anh clia ban cé thé
tiét 16 vi tri cla ban va ngay/gi& chup anh.

O Xac dinh noi bdo cao dox hodc ngdn tur thu ghét trén mang xa hoi.

o Facebook, Snapchat, Twitter, Instagram, Google, Yelp, v.v. tit
cd déu co cac diéu khodn st dung khac nhau.

Cac Bién Phap An Toan Sau Khi ban Bj Lira
OO Ghilai nhitng gl dang xay ra.
O Chup anh man hinh ctia moi tht.
O C6 gdng bao gdm ngay/gid/tén ngudi dung.
O Xda, néu ban cd thé, nhung trudc hét nhanh chéng ghi lai tat ca.

O Bdo canh sat néu cé mbi de doa. Chac chan bao gom: | Commented [CJ1]: Marty, can you please anchor to
: Reporting Hate and Bias to the Police on the toolkit

o Thong tin vé tang I8p duaoc bdo vé, ca trén thuc té va theo nhan
thirc
o Luat vé tdi pham thu ghét cda lién bang va Oregon khong
doi hoi thi pham phai xac dinh chinh xac ban thudc vé
mot tAng |6p duoc bao vé.
o Quan ngai vé an toan
o Gia dinh/con cai/déi tac


https://m.facebook.com/legal/terms
https://snap.com/en-US/terms
https://twitter.com/en/tos
https://help.instagram.com/581066165581870
https://policies.google.com/terms?hl=en-US
https://terms.yelp.com/tos/en_us/20200101_en_us/
https://www.doj.state.or.us/wp-content/uploads/2023/02/Bias-Tracker.xlsx

o bilai
o Xuat hién trudc cong ching
o Théng tin cu thé vé:
o S3p xay ra: thd pham cé séng gan day khong?
o Ho d3 dung chinh xac nhitng ngén tir nao? (Néi xau, de
doa, vi khi)

o Bat ky bang chitng nao, ké ca anh chup man hinh. Luu y rang
viéc ban bdo cdo kip thdi v8i cdnh sat cé thé anh hudng dén qua
trinh bdo quan bang chirng.

o Luuy rang “nhitng |6i de doa thuc su” ma thi pham dang trén

mang internet, glti qua thu buu dién hodc truyén dat qua mot
cudc goi dién thoai/dé lai trong hdp thu thoai cla ban cd thé 1a
t6i pham lién bang. Bdo cdo cho FBI hodc dé nghi canh sat dia
phuong bao cao chéo cho co quan thuc thi phap luat lién bang.

Thay ddi mat khau trén dién thoai, email va tai khoan mang x3 hoi

cla ban. Ddm bao tao cac mat khau khac nhau va phirc tap.

Bao cdo v&i nén tang va yéu cau ho xda théng tin.

o Yéu cau ho thém biét danh/tén/thdng tin cla ban vao danh sach
“duoc giam sat chat chd” dé thong tin c6 thé bi xda ngay khi no
xuat hién & noi khac.

NGi chuyén vdi ngudi ma ban tin tudng dé duoc hd tro. Ban khong

hé don doc.

2021 HB 3047 ctia Oregon cung cap céc bién phap phép ly dan su

dé chdng lai tinh trang doxing. N&i chuyén vai luat su dé xem ban

c6 bién phap phép Iy dan su bé sung nao khong.

o Duong Day Gidi Thiéu Luat Su ctia HOi Luat su Oregon (Oregon
State Bar)

o Trungtdm Tro giup Phap ly (Legal Aid)



https://www.supremecourt.gov/DocketPDF/20/20-1459/198236/20211029150021046_20-1459%20United%20States%20v%20Justin%20Eugene%20Taylor%20Amicus%20Brief.pdf
https://olis.oregonlegislature.gov/liz/2021R1/Downloads/MeasureDocument/HB3047/Enrolled
https://www.osbar.org/public/ris
https://www.osbar.org/public/ris
https://lasoregon.org/

o Trung tdm Phap ly Bdo vé Nan nhan Toi pham tai Oregon

(Oregon Crime Victims Law Center, hodc OCVLC)

O

Can N héC Xin Mot Lénh Bao Vé Dan SU* |~ Commented [CJ2]: Marty, can you please anchor to
' ' ' ' Protective Orders in Oregon on the toolkit?

O Can nhdc nhitng théng tin ma ban ¢4 thé kiém soét, chang han nhu
ban c6 dung nén tang hay khéng, ndi dung ban d&ng, chia sé vi tri,
V.V. 50 v&i nhitng gi ban khéng thé kiém soat.

O Cai d4t thong bdo clia Google dé biét tén, sé dién thoai, dia chi cla

ban dé nhan théng bao néu théng tin d6 xuat hién truc tuyén.
O S dung cac moi gidi bao vé dit liéu — mdt s dich vu ban cé thé
phai tra tién, chang han nhu DeleteMe, Reputation Defender,

Privacy Bee, Kanary, OneRep, OptOutPrescreen.com, Do Not Call

Registry.
[ Can nhéc s dung mot dia chi email riéng biét cho méi muc dich

khac nhau.

[0 Ké hoach an toan:

o Tainoilam viéc — ndi chuyén vdi nhan su.

o O nha—1ap k& hoach rd rang vdi gia dinh, ndi chuyén véi nhitng
ngudi hang xém déng tin cdy, yéu cau canh sat tdng cudng tuan
tra an toan.

o O noi cong cong — di lai vdi mdt ngudi ban, di cac tuyén duong
khac, néi v8i mot ngudi déng tin cdy naoi ban s& dén va khi nao
ban sé quay lai.

O No&i chuyén vdi gia dinh/ban bé vé théng tin ho chia sé vé ban truc
tuyén.

Céc Tai nguyén B sung vé& An toan Truc tuyén (Lién k&t bang tiéng Anh)
Meo tao mat khdu manh:
An toan mang Internet: Tao mat khau manh (gcfglobal.org)



https://www.ocvlc.org/
https://www.ocvlc.org/
https://support.google.com/websearch/answer/4815696?hl=en
https://joindeleteme.com/
https://www.reputationdefender.com/?cid=rdbrand&rdrs=Google-Brand&gclid=EAIaIQobChMIvrGevL2L_QIVQAOtBh0t7gUcEAAYAiAAEgJk2vD_BwE
https://privacybee.com/
https://www.kanary.com/
https://onerep.com/
https://www.optoutprescreen.com/
https://www.donotcall.gov/
https://www.donotcall.gov/
https://edu.gcfglobal.org/en/internetsafety/creating-strong-passwords/1/

Tao mdt mat khdu manh & tai khodn an toan hon — Tro gitip Tai khoan
Google

Tim hiéu thém vé an toan mang internet:

DoxingDoxing: No |a gi va lam thé nao dé tu bao vé minh |
NortonLifeLock

5 meo vé bado méat va quyén riéng tu trén mang xa hoi | Norton.com
Dt Lai Bdo Vé Su Riéng Tu: Hudng dan vé cac cai dit quan trong ban
nén thay ddi ngay bay gidy | Washington Post

Céch xda danh tinh khdi internet | comparitech

Dudi day la cdc moi gidi dit liéu dang lang | mua ban thong tin cd nhan
cla ban | Fast Company

Cach bao vé dit liéu cla ban va xda thdng tin cd nhan khdi Internet mién
phi: Hudng dan tu thuc hién viéc khdng tham gia DIY mién phi |
DeleteMe

Cach bién mat khdi Internet | Reader’s Digest

Xda ndi dung khoi Google:
Xda ndi dung khodi Google - Tro giup Phap ly

Xda théng tin cd nhan clia ban khoi Google

Xda mot sO thdng tin nhan dang ca nhan hodc ndi dung doxing khdi

Google Tim kiém

Luat Chéng Doxing:
Thong cdo bdo chi Thwong vién Oregon Thong qua Luat Chdng Doxing

M3 héa dau cubi:
Ung dung Signal
Whatsapp



https://support.google.com/accounts/answer/32040?hl=en%22Create%20a%20strong%20password%20&%20a%20more%20secure%20account%20-%20Google%20Account%20Help
https://support.google.com/accounts/answer/32040?hl=en%22Create%20a%20strong%20password%20&%20a%20more%20secure%20account%20-%20Google%20Account%20Help
https://us.norton.com/blog/privacy/what-is-doxing
https://us.norton.com/blog/privacy/what-is-doxing
https://us.norton.com/blog/privacy/5-tips-for-social-media-security-and-privacy
https://www.washingtonpost.com/technology/interactive/2021/privacy-settings-guide/?itid=lk_inline_manual_22
https://www.washingtonpost.com/technology/interactive/2021/privacy-settings-guide/?itid=lk_inline_manual_22
https://www.comparitech.com/blog/vpn-privacy/delete-yourself-from-internet/
https://www.fastcompany.com/90310803/here-are-the-data-brokers-quietly-buying-and-selling-your-personal-information
https://www.fastcompany.com/90310803/here-are-the-data-brokers-quietly-buying-and-selling-your-personal-information
https://joindeleteme.com/help/diy-free-opt-out-guide/
https://joindeleteme.com/help/diy-free-opt-out-guide/
https://joindeleteme.com/help/diy-free-opt-out-guide/
https://www.rd.com/list/how-to-delete-your-digital-footprint/
https://support.google.com/legal/troubleshooter/1114905#tss%22Removing%20Content%20From%20Google%20-%20Legal%20Help
https://support.google.com/websearch/troubleshooter/3111061?hl=en
https://support.google.com/websearch/answer/9673730
https://support.google.com/websearch/answer/9673730
https://www.oregonlegislature.gov/senatedemocrats/Documents/PRESS%20RELEASE%20Oregon%20Senate%20Passes%20Anti-Doxing%20Legislation.pdf
https://signal.org/
https://www.whatsapp.com/

Tuyén b6 tir chbi trach nhiém: Cac lién két va thdng tin dwoc cung cap
trong bd cong cu nay |a chi dé tham khao, khong day du, khdng cau
thanh tu van phap ly va khéng phan anh su chirng thuc hodc kiém tra
clia BO Tu phap Oregon vé cac san phadm cé ban trén thi trudng. Dé biét
théng tin vé quyén cla ban va cac lua chon phap ly, hdy tham khao vy
kién luat su.


https://www.osbar.org/index.html
https://www.osbar.org/index.html

